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Series Goals
• Educate listeners how to protect electronic valuables
• Improve knowledge about electronic security
• Provide practical information about what to change and how to do so

Topic Summaries
• Securing Personal Information - Overview 1 of 4
• Email Security Practices today’s topic
• Password Management – Practical Strategies 3 of 4
• File Encryption, Cloud Security & Public Wi-Fi 4 of 4



Agenda

Email security practices

• Why do we need protection?
• Fundamentals of email security 
• How to spot “dangerous” emails



PBSI Technology Solutions
“IT Security Specialists”

• Technology Services provider for hundreds of clients in the tri-state including Foster & Motley
• Experienced – 75% of staff have 10+ years experience w/PBSI
• Proactive IT security monitoring for businesses & professionals

Who is PBSI?



Why do we need protection? 

The Internet Today is a Dangerous Place
• Increasingly, PCs are being infected with malware that steals passwords and copies data
• New keylogging and phishing attacks are changing constantly – Bad guys are smart, motivated and relentless
• The victim is typically NOT notified – Keylogging malware may be currently active on millions of unaware PCs

Email Addresses and Passwords Are For Sale
• 6.2 Billion emails are available for sale on the Darkweb (was 2.7 Billion just 2 years ago)
• 1.2 Billion of them include exposed, cracked passwords 
• Cisco, Microsoft, LinkedIn, Yahoo, Gmail, MySpace, DocuSign, Adobe, Dropbox, Tumblr and MANY others
• SolarWinds Orion hack compromises 250+ large organizations + US Gov, DOD, DOJ…
• Secure Dark Web Exposed Password Check.

https://portal.vigilante.io/login


Security Training - Email Safety Principles 
How to evaluate “bad” emails

1. Safety principle # 1 - Unsolicited vs. Solicited
• Unsolicited means unrequested and unexpected – even from a known source
• Even if you know the sender, is anything unusual about THIS email? (hover over sender name to confirm email address)
• Caution: Brief emails from “known” persons – Why? Malware frequently delivered from familiar name, short “to” list, single link

2. Safety Principle #2 - Antenna up! 
• Does anything seem amiss?  STOP – Do you need to click this now?
• Evaluate time of day, recipient list, brief content, out-of-character - uncertain why this person would send this content?
• Any misspellings?  Grammar mistakes?  Unusual phrasing?  Unusual colors?  Formatting?  Font variations?

3.       Safety Principle #3 - Don’t get your news from email 
• Beware current events/product releases (Olympics, disasters, holiday messages, celebrity news, Apple/Tesla product releases)
• Beware Social media – Popular sites are rife with phishing scams – Don’t believe your friends are foolproof
• Does anything seem “too good to be true?” Does the content make you curious?  (Ask yourself, who wants to make you curious?)

Antenna up! Scammers are very intentional in creating elaborate ruses – think twice and be very cautious



Security Training - Email Safety Principles 
How to evaluate “bad” emails

4.      Safety principle # 4 – Careful with Unsubscribe
• DON’T: Use “Unsubscribe” unless you are CERTAIN the source is credible.  Instead, in Outlook, right click, choose “Junk”, then “Block Sender”
• Scammers use “unsubscribe” to 1) confirm your email address is real, and/or 2) initiate an attack
• Antenna up! Scammers are very intentional in creating elaborate ruses – think twice and be very cautious

5.      Safety Principle # 5 – Know how to evaluate true vs. fake URLs
• Careful with fake DNS Domain Names
• Most important URL analysis skill – Know how to evaluate “bad” URL Domain Name
• URL is made up of:

URL protocol moniker (https://) - Everything up to and including first double slashes
DNS hostname (www.) - Starts after first double slashes, ends after first period
DNS Domain Name - Starts after first period, ends before first single slash

Summary: Antenna up! Scammers are very intentional in creating elaborate ruses – think twice and be very cautious



Security Training – Other Email Safety Principles
Don’t act without careful consideration

Email Security Settings
• Turn on Multifactor Authentication on your email – and anywhere available (bank apps, investment logins)
• M365 – Implement MS Defender for Office 365 (formerly ATP) – “click” protection - $2/mo
• M355 – Corporate accounts - Set “Transport rule” to block auto-forwarded emails – avoids Spear Phishing

Links – Before you click
• Hover over link, checking spellings, unexpected content, added extensions (amex.us.com) (ups.pickup.com)
• If you think a request may be legit – instead of clicking link, go to vendor site and login (no copy/paste) 

Recent hacker spoofs 
• Get ready! Tax season is coming - Login to confirm your IRS account now; Reset your IRS Pin#; Problem with your W-2
• Office 365 password for youremail@yourdomain expires today. Click here to Keep Current Password
• Text alerts – You receive text “Google has detected unusual activity” – reset your password – Never click on text alerts
• Apple/MS 365/Gmail account needs renewal/password reset, Resume attached, Word attachments = Ransomware
• Never respond if asked to click link for “confirmation” or “reset”, even if they know last 4 of CC#, last 4 of SS#
• If you have ANY concern you’ve made a mistake  – change your password



Security alert – login limit reached              Password Change Warning email

Security “Warning” Emails



Shipping emails



Example of Ransomware email



Fake News Email

Current event – Actual “fake” news This never happened!



“Bad” email (Link to website) “Good” email  (Tells me to login, no link)

Banking Emails



Current event donation request Missed phone call email

Emails from Trusted Sources



eSignature request “Fix” your credit

Signature and Credit Emails



Email Security Practices Summary

Email Security Principles
• Email safety principle # 1 - Unsolicited vs. Solicited
• Email safety principle # 2 - Antenna up! – Do you need to click on this now?
• Email safety principle # 3 - Don’t get your news from email
• Email safety principle # 4 - Careful with Unsubscribe
• Email safety principle # 5 - Learn how to evaluate URL for danger

Email Security Settings
• Turn on Multifactor Authentication on your email – and anywhere available (bank apps, investment logins)
• M365 – Implement MS Defender for Office 365 (formerly ATP) – “click” protection - $2/mo
• When in doubt – STOP – go to vendor web site directly



Overall Summary - Essentials of Securing Personal Information
Secure your Desktops, Laptops & Files

• Antivirus & Malware protection – Use non-free antivirus, auto updated without manual intervention, daily vulnerability scanning w/alerts
• Patch Management - Security issues frequently related to un-updated software patches
• Review important files – Decide which files should be encrypted at rest
• Automate Your Backup – - multi-location, locally encrypted, redundant

Email Security
• 5 principles: Solicited/Unsolicited; Careful with emails  that are unusual, contain breaking news, or prompt for passwords or data
• Turn on Multifactor Authentication
• Encrypt files with important personal information (PII or PHI) during transmission

Password Management
• Don’t use common passwords on multiple sites
• Use a password manager or another secure option

Beware public Wi-Fi
• No passwords on Public Wi-Fi - If logging in with password, use a password manager or VPN tool, or use cellular

Know if your PCs are safe
• Consider online security monitoring – know if you have sleeping vulnerabilities 

Training - Encourage every family member to learn secure behavior
• Learn the essentials of safety – especially passwords, email and web browsing



Webinar Summary
Thank you for your attendance

Thank you to our friends at Foster & Motley

Included Handouts “How to evaluate dangerous emails”

How can PBSI help you? - Concierge IT Security Services
Pricing below has been discounted by 25% for Foster & Motley clients Cost for F&M Client
Data Breach Risk Scan (up to 3 PCs/Macs), scheduled during daytime $  200 one time
Security Risk Assessment– includes above Risk Scan, adding personal security review by phone & direct connect $  325 one time (adds $125)
Online Security Monitoring, Antivirus, Patch Management, Vulnerability Scans (up to 3 PCs/Macs) $   225 / yr up to 3 PCs/Macs
Online Security Monitoring, Antivirus, Patch Mgnt, Vulnerability S. (up to 3 PCs/Macs) w/S1 Ransomware Protect $   325 / yr up to 3 PCs/Macs
Online Backup with redundant local encrypted backup (per PC or Mac) $   115 / yr per PC/Mac
Concierge Security Services – Your own personal security advisor included at no cost with any of above services included with any of above 

Webinar Follow-up
• Call or email questions, or request free quotation (800) 626-2306 itservices@pbsinet.com 
• Speaker contact Ray Cool, CEO (513) 924-3915 rayc@pbsinet.com

Upcoming Webinars
• Securing Personal Information available on Foster & Motley website
• Email Security Practices today’s topic
• Password Management – Practical Strategies Tuesday,   Feb 16,  1:00
• File Encryption, Cloud Security & Public Wi-Fi Thursday, Feb 18,  1:00
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