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Welcome
Foster & Motley Clients

to

Security Education Series

Series Goals
e Educate listeners how to protect electronic valuables
 |mprove knowledge about electronic security
e Provide practical information about what to change and how to do so

Topic Summaries

e Securing Personal Data - Overview 1of4
 Email Security Practices today’s topic
e File Encryption & Cloud Security 30of4

e Password Management & Public Wi-Fi 4 of 4




Agenda

Email security practices

e Why do we need protection?
e Fundamentals of email security
e How to spot “bad” emails




PBSI Technology Solutions
“IT Security Specialists”

Who is PBSI?

e Technology Services provider for hundreds of clients in the tri-state including Foster & Motley
* Experienced — 75% of staff have 10+ years experience w/PBSI
e Proactive IT security monitoring for home and business




Why do we need protection?

The Internet Today is a Dangerous Place

* Increasingly, PCs are being infected with malware that steals passwords and copies data
* New keylogging and phishing attacks are changing constantly — Bad guys are smart, motivated and relentless
e The victim is typically NOT notified — Keylogging malware may be currently active on millions of unaware PCs

Email Addresses and Passwords Are For Sale

e 2.7 Billion emails are available for sale on the Darkweb

1.2 Billion of them include exposed, cracked passwords

LinkedIn, Yahoo, Gmail, DocuSign, Adobe, Dropbox, Tumblr, MySpace and 30 others
Experian — smaller than ALL of the above breaches THIS year

Secure Dark Web Exposed Password Check



https://vigilanteati.infoarmor.com/login

Security Training - Email Safety Principles

How to evaluate “bad” emails

1. Safety principle # 1 - Unsolicited vs. Solicited
* Unsolicited means unrequested and unexpected — even from a known source
e Even if you know the sender, is anything unusual about THIS email? (hover over sender name to confirm email address)
e Caution: Brief emails from “known” persons — Why? Malware frequently delivered from familiar name, short “to” list, single link

2. Safety Principle #2 - Antenna up!
* Does anything seem amiss? STOP — Do you need to click this now?
* Evaluate time of day, recipient list, brief content, out-of-character - uncertain why this person would send this content?

e Any misspellings? Grammar mistakes? Unusual phrasing? Unusual colors? Formatting? Font variations?

3. Safety Principle #3 - Don’t get your news from email
e Beware current events/product releases (Olympics, disasters, holiday messages, celebrity news, Apple/Tesla product releases)
* Beware Social media — Popular sites are rife with phishing scams — Don’t believe your friends are foolproof
* Does anything seem “too good to be true?” Does the content make you curious? (Ask yourself, who wants to make you curious?)

Antenna up! Scammers are very intentional in creating elaborate ruses — think twice and be very cautious




Security Training - Email Safety Principles

Don’t act without careful consideration

Links — Before you click
* Never respond if asked to click link for “confirmation” or “reset”, even if they know last 4 of CC#, last 4 of SS#
* Hover over link, checking spellings, unexpected content, added extensions (amex.us.com) (ups.pickup.com)
* If you think a request may be legit — instead of clicking link, go to vendor site and login (no copy/paste)
» Always think twice — if uncertain, ask for a second opinion of a trusted IT person/company - scanURL.net

Common hacker spoofs
* Get ready! Tax season is coming - Login to confirm your IRS account now; Reset your IRS Pin#; Problem with your W-2
* Apple account needs renewal/reset, Resume attached, Word attachments = Ransomware
* Gmail alert — You receive text “Google has detected unusual activity” — reset your password




Fedex Support < pems Sdiceweb. net>

Sent  Fr 10/11/2003
T support@winpatrol. com

CC

PS
Subject Your Rewards Order Has Shipped

Attachments: i Cirder |-||_:-[c|:'|}|' pagelz:p E{D? kE'.l

B55.

d email. Please do not reply to this email addr
Dear UPS Customer,

Wiy Fedex
SHIPPING CONFIRMATION DS

MNew invoice(s) are available for the consolidated payment plan(s) / account(s) enrolled in the
REVVARDS UPS Billing Center

Please view UPS Billing Center attach document to view and pay your invoice

{c) 2012 United Parcel Service of America, Inc. UPS, the UPS brandmark, and the co
United Parcel Service of America, Inc. All rights reser

information on UPS's privacy practices, refer

irectly to this e-mail. UPS will not receiv

5 of comments, visit Contact UPS.

contains proprietary information cnfidential. If yvou are

the reading, copying, disclosure o of the contents of this e-mail is strictly prohibited and you are instructed
to please delete this e-mail immediately.

Order Confirmation Number: 247 /6&2

Order Date: 1
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From: Fax Message = ™ FaxMessage@eFaxOnline.com:=
Reply-to: Fax Message =FaxMessaged@eFaxOnling. com:=
Subject: Your Customer Has Sent An eFax message - 4 pages

@kFax(orporate

Word Leader in Digital Fosing

Fax Message [CaleriD: 208-566-2234]
‘You have received a 4 pages fax

* The reference number for this fax is ™ AT-AT-

20034 dks03sz]-AT-AT.
‘ew this fao: using your POF reader.
Click hers to view this message
Flaass visit " waww eFaccomien/efstewa/pagenelp if you

hawe any questions regarding this message or your service.
Thank you for using the eFax service!

Home Contact Login

2017 |2 Ghobal Communications, Inc. All rights reserved.

Your files are encrypted.

To get the key to dectypt files you have to pay 500 USDIEUR. If payment is not made before 02004114 - 09:03 the costof

decrypting files will increase 2 times and will be 1000 USDIEUR

Your systemn: Windowes P (32)  First connect IR

Ve are present a special software - CryploDefense Decrypler - which is allow to decrypt and return control 1o all your encrypted files

How to buy CiyptoDefense deciypter?

dbikcoin

1. You should register Bitcon wallet {click here for more information with pictures

2. Purchasing Bitcoins - Although it's not yet easy to buy bitcoins, it's getting simpler every day.
Here are our recommendations:
- - This fantastic service allows you to search for peaple in your community willing to sell
bitcoins to you directly.
= An international directory of bitcoin exchanges.
« Recommended for fast, simple semice.
- Bitcoin axchange based in the United States. (Highly rated).
- A mult currency bitcoin exchange based in Slovenia. (Highly rated).
allowss direct bitcoin purchases on their site. They're based in Ausfralia but serve an
international clientzle,

I Send 109 BTC to Bitcoin address: . Get OR coda

4. Enter the Transaction ID and select amount:

[ 08 B¢ ~= 500 UsD - Y

Moled Trangsaclion [D - you can find in delsiled info aboul transaction you made.

5. Please check the payment information and click "PAY™.
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Current event — Actual “fake” news

BREAKING NEWS:

James Alex Fields, who drove his car into a crowd protesting a far-
right event in Charlottesville, was acquitted by a Grand Jury this
morning.

the d Jury. w
n and injured m

This email was sent to: dainm@pbsinet. com

This email was sent by-
MNEC Hews

One Click Unsubscribe | Manage Your Subscription Preferences

This never happened!

s Amid Controv

FOX United Airlines CEO Oscar
/NEWS Munoz Resigns Amid
channel Controversy

to the

disruptiv not
following orders.
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“Bad” email (Link to website)

== Citibank Online Banking Issue - Message (HTML)
Eile: Edit Wiews  Insert  Formak  Tools

Mormal = Times Mew Roman = | 12
CoReply | €EIReply to Al | G Forward | S

From: service@citibank, com

To

i

Subject: Citibank Online Banking Issue

A
citi
Dear Chtibank valued member

Due to concerns, for the safety and integrity of the online
banling commmumty we have 1ssued this warning message.

It has come to our attention that wour account information needs

to be updated due to inactive members, fauds and spoof reports.

Ifwou could please talce 5-10 mutiutes out of vour online experience and renew
vour records you will not run into any future problems with the onbne service.
Hewrever, failure to update vour records will result i account suspension

This notification expires on Auge 5, 2004

Onice vou have updated yvour account records vour intertiet banluing
service will not be interrupted and will continue as norjgnal.

FPlease follow the ink below
and renew vour account information:

http 2 fwrerwr. cittb anle. comfpdatefup date hiim

Sincerely,
Ciabanlk customer departinent

“Good” email (Tells me to login, no link)

| Your Huntington Online Statement - example of "good" financial email -

Message

Pl T
Y x _:a g Dial |_J _l'j ?-

%- Delete | Respond Quick Move = Tags  Editing Zoom
T z Steps - w7 = v
Telephony Quick Steps Zoom

WS- G = = | T e e

HuntingtonOnline @huntington. com Sent: Wed 11/18/2015 7213 AM
Ray Cool

Subject: Your Huntington Online Statement - example of "good” financial email

Dear RBAYMOND COOL,

Your Huntington online statement is now available. To view your statement, please log
on to your online banking account.

Thank you for banking online with Huntington.

oster
Motley
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Current event donation request

From: donafion: dll-charities net
Reply-to: d i odwill- s net
Subject: Donate Mo ildfire Disaster Relisf Efforts

Donate. Shop. 9

gooduwill

ad in Sonoma
rior, during

odwill ¢ are ing & fter d e fio
pporting long-term disaster re

zcover from these disasters. Any amount will

$5 - $10 - $20 - $50 - $100 - $250 - $500 - $1000

Taking advantage of likely account

Email Previe er To Offer Business Employ

From: Marketing OQer.org
Reply-to: Marketi roger.org
Subject: Kroger To Offer Business Emplo

elect Coupons

Kroger has selec al downtown businesses o participate in itz employee coupon « unt program. In addition,
friple fuel points will be offered fo those that sign up before the end of the v To find out mare details and to
the triple fuel points, please click the following link pbsinet. comy

Sincer

Marketing Department
Kroger Headguarters

Right Store.
Right Price.

Foster
& Motley
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Spectre/Meltdown email (already!)

From: Mahmoud Al-Qudsi <nsosmart@neosmart.net
Sent: Saturday, January 6, 2018 8:39 PM
To;

Subject: Important: Windows users vulnerable to Meltdown until January 9th

i e sl

YYou may have heard or read about a major vulnerability in Intel CPUs so dangerous that it can allow a website to steal
passwords from your browser simply by loading a webpage. Unlike "reqular” exploits, the "Melidown” attack can resultin a
compromised PC by simply surfing the web, even if you never download or install anything and are up-to-date on your
system and browser updates.

Microsoft, along with Intel, AMD, Apple, Google, and others, has been working on updates for their users for some time
now, and unfortunately the updates were not released before details of the Meltdown attack were made public. What this
means is that from now until January 5th, users of Windows PCs are at a severe security disadvantage and are vulnerable
to attacks over the web.

The most impartant thing you can do right now is update your web browser to at least avoid this class of "drive-by-
infection,” then follow the instructions in the link below to install the Windows update from Microsoft on your PC:

Manually install Meltdown and Spectre updates on Windows

Please install these updates as soon as you can, and make sure your friends and family update their web browsers (at the
very lzast) so they're safe against this attack. Forward them this email or shara the link above with them, and impress
upon them the severity of this issue. As always, excercise caution when surfing the web, and is it goes everywhere else, if
something is too good to be frue, it's probably not.

Stay safe out there!
Mahmoud Al-Qudsi
NeoSmart Technologies

P5: Make sure you update your mobile devices tool Both Apple and Google have released updates for iPhone and
Android to help protect against these attacks.
If you don't wish to receive emails from me in the future, click here to unsubscribe and let me know.

Security alert — login limit reached

Email Preview - Incorrect Password Limit Reached

= Send me a test emai

From: servicesi@amazon-security net ™ Toggle red flags

Reply-to: servicesi@amazon-security. net
Subject: Incorrect Password Limit Reached

Your Account | Amazon.com
amazon :
Message From Customer Service

Hello, customer,

‘fou have entered the wrong password too many times. As a security precaution, we need more information from you. Once you've
confirmed you own this account, well walk you through some steps to make your account more secure.

Is that you?

fas Mo, Secure My Account

‘four action is required to help us to protect you Amazon account securely.

Thank you.
Amazon.com

Foster
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eSignature request

Ben Hubbard sent you a document fo review and sign.

Ben Hubbard
ve Busine

Alternate Signing Method
Visit DocuSign.com, chi
91430983

do not share this email, link, or access

curity code;

Email P

“Fix” your credit

w - Dain: Urgent No t Your Credit Sc

r.ma
editkar m
bout Your ¢

Credit O Karma

Dain — your credit score was lowered.

you fl
The Credit Karma Team

Foster
& Motley
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Email Security Practices Summary

Email Security Principles

Email safety principle # 1 - Unsolicited vs. Solicited

Email safety principle # 2 - Antenna up! — Do you need to click on this now?

Email safety principle # 3 - Don’t learn news from your email

When in doubt — STOP — go to vendor web site directly




Summary - Essentials of Securing Personal Information

Secure your Desktops & Laptops
e Antivirus & Malware protection — auto updated without manual intervention, daily vulnerability scanning
e Desktop Patch Management - Security issues frequently related to un-updated software patches
e Wireless Security — ensure latest encryption, control password access

Encrypt sensitive files
e Encrypt files “at rest” that include protected information (SS#s, CC#s, DOBs)
* Encrypt files with personal information during transmission

Backup on an automated schedule
* Don’t let lack of knowledge or attention put you at risk. Use an encrypted backup as a ransomware protection.

Beware public Wi-Fi

* No passwords on Public Wi-Fi - If you are going to login with password , use a password manager or VPN tool, or use trusted
app (Your bank app)

Know if your PCs are safe
e Online security monitoring

Training - Encourage every family member to learn secure behavior
e Learn the essentials of safety using email and web browsing




Webinar Summary

Thank you for your attendance
Thank you to our friends at Foster & Motley

Included Handouts “IT Security Education — What each of us need to know” and “How to evaluate dangerous emails”

How can PBSI help you? - Concierge IT Security Services

Pricing below has been discounted by 25% for Foster & Motley clients Cost for F&M Client
Security Risk Assessment and in-person security training — one-on-one, scheduled during daytime S 325 onetime
Antivirus, Online Monitoring, Patch Management, Vulnerability Scans (up to 3 PCs/Macs) S 225/ yr

Data Breach Risk Scanning (up to 3 PCs/Macs) S 75/yr

Online Backup with Ransomware protection (per PC) S 115/ yr

KnowBe4 Security Training — Ongoing phishing tests and security training emails (up to 3 emails) S 225/ yr

Webinar Follow-up
e (Call or email questions, or free quotation (513) 772-2255 itservices@pbsinet.com
e Speaker contact Ray Cool, CEO (513) 924-3915 rayc@pbsinet.com

Upcoming Webinars

e Securing Personal Information available on Foster & Motley website
e Email Security Practices today’s topic
* File Encryption & Cloud Security Tuesday, Jan 16,2018 1:00

* Password Management & Public Wi-Fi Thursday, Jan 18, 2018 1:00
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